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Caso 334-cv-04724-JL5-BGS Document 14-1 Filed O8/TaMy

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF CALIFORNIA
IN THE MATTER OF A SEARCH OF ORDER SEALING SEARCH WARRANT,
APPLICATION AND AFFIDAVIT FOR

Ares Armor, 206/208 N Freeman St, SEARCH WARRANT, AND THIS
Oceanside; Ares Armor, 416 National City SEALING ORDER
Bivd; Ares Armor Warehouse, 180 Roymar
St D; and 2420 Industry, Oceanside,CA Casze No.

Upon motion-of the UNITED STATES OF AMERICA and good cause appearing, a
continuing criminal investigation;

IT IS HEREBY ORDERED that the Affidavit support of the Search

Warrant, the Application, the Search Warrant, and this order be sealed until further order of this Court.

DATED: 2 g'z vl

JE HONORABLE BERNARD G, SKOMAL

United States Magistrate Judge

United States District Court for the Southem District of
California
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AQ 106 (Rev. 06/09) Apphicaton for z Search Warrany ™ g fe

UNITED STATES DISTRICT COURT

for the
Southern District of California

in the Matter of the Searchof

(Bricfly describe the property to be searched

oridentify the persan by name and address} Case No.

various physical addresses associated with
Ares Armor

St Sonatt” S in” gl Vg S’

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property fidenify the person or describe the
property ta he searched and give s lacation):

See Attachment A{1), A{2), A3}, Ald)
tocated in the _Southemn Districtof  Cafifomia  , there is now concealed (idenify the

person or deseribe !hepr‘o.t’*’-’f!}* fo be seized);
See Attachment'8

The basis for the search under Fed. R, Crim. P. 41(¢) I8 foheck ane or more)!
& evidence of a crime;
of contraband, fruits of crime, or ofher tems ilegally possessed;
of property designed for use, intended for use, or used in committing & crime;
C¥ aperson to bearrested or 8 person who is unlawfully restrained.

The search is related 1o a violation of:

Code Section Offense Description
18 USC 822(a)(1)A), s22(0. 18 UL.8.C. B222{a){ 1}{A} (untawiul to deal firearms without a license), 18 US.C. §
and 371 922 (H{1) {failure:to conduct background checks during fireatms transfer); and 18

U.5.C. §371 (conspiracy lo commit the foregoing offenses)
The application is based on these facis:
See Altached Affidavit.

# Continued o the artached sheet.
I3 Delayed notice of days (give exactending date if more than 30 days:  ~  }is requested

under 18 U.5.C. § 31034, the basis of which is set forth on the attachgs sheet.

Prited name and title

Sworn to before me and signed in my presence,

Date: 3 /rv /1Y

City and state:

“ Judge's 'sig;;c;: ure

Printed name and title
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being duly sworn, bereby depose and state as fallows:

of

i AN EXPERTY

i INTRODUCTE

I Iawmae Special Agent ("SA") with the Burenu of Aleohel, Tobacos, Firearms and
Explosives ("ATE™y, United Stares Departmnent of Justice, and have béep so emploved since May
2609, Iam » graduste of the Feders! Law Enforcement Training Center and the ATF National

Academny. [am currently exsigned to the San Diego TV, California Field Office.

o

.

2. Asaresuli of myy training and experionce as an ATF Special Agent, | am familiar with
both federal and state-criming! laws. My primary duties %ﬁﬁi%ﬁﬁ the epforcementof federal fyearms
and explosives taws, 1 have parficipated in investigations invelving the possession.of firearms by
proliibited persons, the possession of egal firearms, and the Hlegal acouisition of fircenns by both
profizbited and non-prohibited persons. 1 also have prriicipated in investigations fovelving the

possession and distributor of illepsl ndrectics. | have personally participated i the preparativn and

exgcution of search warrants involving various violations of federal and state laws,
3. 1 have received approximately 28 weeks of training at both the Federal Law Bnforcoment
Tegintng Center and the ATF National Academy in Glyneo, Georgla, snd numerous hours of post

aeademy training.

4, This affidavil supports an application for s warrant autherizing the search of (1) the

HOE Merth Freeman Strest, Oesangide

5

v deseribed in Attschment (AX1E

California, Y2054, CTARGET LOCATION-1Y, more f

storeltont / premises.of Arss Avmor Mational Chy Branch logeted at 416 National Uity Boulevard,

g e s
bty desoribed in Stechment (AN O

Hattonal City, Caltforniz (CTARGET LOUATION-27, more {

et Buite D, Oeeanaide Califoonia, 92058

Ares Armor warchouse location logated ot 186 Reveny Bir

(CTARGET LOUATINE™, more Tully deseribed in Atischment (AY3), and 2420 Indusin
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Oeeanside, CA (“TARGET LOCATION-4") more fully described in Attachment (A)4) (collectively,
the “TARGET LOCATIONS™).

S, 1 submit that the Tacts contained in the paragraphs below demonstrate that there is
nrobable cause to believe that fruils, instrumentalities, and evidence, more fully described in
Attachment (B) of this affidavit, violations of 18 ULS.C. §922(a){1XA) (unlawful to deal firparms
without # license); 18 U.S.C. § 922 {t)(1) {failure to conduet background checks during firearms
transfer); and 18 U.S.C. §371 (conspiracy to commit the foregoing offensess will be found at the
TARGET LOCATIONS.

&, I'mekethis affidavit, in part, based on personal knowledge derived from my participation
in this investigation and, in part, based upon inforiwation from the following sources:

a. Oral and written reports about this investigation and other refated investigations
that [ have received from federal and state law enforcement officers;

b. Physical surveillance conducted by federal agents or local law enforcement
officers, which observations have been reporied to-me either directly or indireotly;

<. Queries of Taw enforcement records and intellipence data bases.

7. Excepnt where otherwise noted, the information set forth in this affidavit has been
provided to me directly orindirectly by ATF Special Agenis or other law enforcement officers.
Unless otherwise noted, wherever in this affidavit I assert that & statement was made, the information
was provided by another law-enforcement officer (who may have had either direct or hearsay
knowledge of the statement) to whom I have spoken or whose report | have read and reviewed. Such
statements are amaong many statements made by others and are stated in substance, unless otherwise
indicated. Similarly, information resulting from surveillance, except where indicated, does not set
forth:my personal observations but rather has been provided directly or indirectly by other law

entforcement officers who condusted such surveiliance.

bod
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8.  Because this affidavit is being submitted for the limited purpose of secking anthorization
for warrants to search the TARGET LOCATIONS, T have not set forth each and every fact learned
during the course of this investigation. Rather, I have set Torth only the facts that | believe are

necessary to establish the foundation for an order authorizing the requested warrant.

ki  TECHNICAL BACKGROUND INFORMATION

Definition of @ “Firegrm”

9. A “frearm” is “any weapon. . . which will oris designed to or may readily be converted
to-expel a projectile by the action of an explesive,” 18 U.S.C. §921{(a)(3)(A). This defimation includes
“the frame or receiver of any such weapon,™ 1§ LL.S.C. §92 1{a)3)B), and “any combination of parts
either designed or intended” from which a firearm can be “readily assembled.” 18 U.S.C.

§921(a)4NMC). A “receiver” under 18 US.C. §921{a)3)(B) includes a “lower recetver,”

The AR-15 Platform
10, An AR-15 isihe semi-automatic, civilian-version of the 223-caliber M 16 machine gun
used by the Tnited States military, Although AR-15 refers to the model produced by Coli (fircarms
manufzcturer), the term “AR-15" is colloquially used 1o refer to firearms similar fo, and based upon,
the Colt AR-15. Ap exampie of an AR-15-style rifle is depicted below. This image is from ATF's
“Police Officer”s Guide te Recovered Firearins,” accessible at

http://fwww atf.gov/files/publications/download/p/atf-p-3312- 12.pdf
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Prated - ARES rifie {ohore vopslzeed 5o thiy cove}

11, An AR-15-styie rifle consisis of many parts. There are five parts that will be discussed at
length in this Affidavit the (1) lower receiver; (2) upper receiver; (3) stock; (43 barrel and {54

magazine. These paris are labeled below,

\Bim‘zi«.

_ Upper Receiver

g Barrel

Lower Receiver

Magazine .

Photo Z- AR5 vifle Hlabeled) iohoro unvelated sothiscase ]
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12.  Depicted below is a firearm that has been disassembied to isolate the parts

* Lower Receiver

Phote 3« ARES vifie (disuzsembisdi (phoie wireloted to thit cose)

13 Generally, most parts for 4 fivearn: {e.g. stocks, barrels, magazings) are not subject o
domestic firearms Hoensing regulstion by ATE. Acecordingly, these parts are offen made by individuals
and small businesses. For the mosi part, these gun parts can be bought and sold without reporting the
sales and without requiring a background check,

14. The lower repeiver is different than common gun parts. As discussed in Paragraph 9
above, 4 lower receiver is considered a “fivearm.” That means thatthe lower receiver, without sy other
parts at all, is regulated and controlled by ATF the same way as 2 completed firearm (for example, the
AR-15-style rifle depicted above). This also means that the manufacture, sale, wansfer, and digposition

of fower receivers ara vegulated by ATF. Depicted below is 8 lower receiver for an AR-15-stvle rifle.
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Pleta £ - AR-EF lnwwi voveiver (phine smwelited it cose)

15, The commercial firearms industry has coined several terms such s “blank”, “an'80%,” “an 80%
blank,” “an 80% fower,” “casting” or “an AR-15 80%." These terms developed based.on the perception
that the piece of aluminurm, metal or polymer was 80% of 4 firearm, and therefore unregulated by ATF.
The term “80%" and variations of it are not used by ATF and are not officially recognized by ATF. For
case of communication, the items described above will be refeired 1o hereafter as AR-15 variant jower

receivers or simply varisnt lower receivers.

&
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16, Inthe case of this investigation, manufacturers are creating Kevlar reinforced polymer
variant fower receivers with certain cavities filled by different colored polymer (see paragraph 18 for
additional details). These variant lower receivers are made functional trough the use of speclalized
tools, typically a drill press or a hand drill, 2 Dremel tool {2 versatile, handbeld rotary bit tool that can be
wsed to cut, grind, drill, sand, and mill verious materials), and other varivus types of milling eguipment.
These are all fairly simple and affordeble hand tools that can be obtained and operated by nearly anvone.
They are readily available at-most hardware/home improvement stores.

17. Using ¢ither a drill press-er a hand drill, the equiprent operator diills, cuts, ormills
cavities in specific Togations on the AR-15variant lower receiver, Comparethe AR-15 variant lower
receiver-depicted below left with the AR-15 lowerteesiver depicted below right. This process
fransforms the AR-15 variant lower recetver into an AR~15 lower receiver by creating the precise shape
and space necessary for the lower receiver to accept the parts that will allow the firing of 2 projectile.
These shapes or cavities must be created to the exact specifications required. If these cavities are not
formed to the exact specifications required, the firearm will not function and may break. This process
alsor creates the holes necessary to attach the upper receiver and barrel to the lower receiver, These parts
(e.g. the hammer, bolt or breechlock, and firing mechanism) are the internal mechanical parts, that

combine with & trigger, firing pin, and cther parts 1o form a funcioning firearm.
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AR-1E variant

gmm 0

£3 forwir reveiver

Fhork - {elovkidse from iop lefl AR varient Ivwer roviiver, AR

FR-1E hmvar reomver (fop wiewl {phoioy wirelmipd o Wit ease}

I&. This investigadon deals with the manuifacturing of AR-13 varfant lower reveivers that

are designed of Kevisr retaforeed polymmer, The polymer progducts in thiz case are minided during the

grenfed the rmeteial in the five

manufacturing process, During the molding process, the manulacturer |

comtrol cavity (urther reforred erant color than that of the main body of the peceivar,
This difference in solor engbles the customer w epsily wWent®y how much materisl to mill away thereby

sapiont (o humction properiy,

creating the specific and exact cavitics that eve necessary 1o enable the w

Brangt (FTHY provides expent technical suoport to ATF,

1%, ATF Firearms Technology

oiher Federal apenties, Biate and local law enforcerent, the firearmsindusiny, Congress, and the general

public. They are the office within the ATV that examines and classifies fivearms in accordance with the

e

i

definition provided in 18 US.C. £ 921 La)(3). FTB Exforcement Officer s reviewed

3

AR-18 variant lower recetvers from EP Anms, DL and determined that the materfal that comprises the

i 3

matn body of the varisst lower receiver is formed 8t p different tme b the manufectoring process than

that which comprises the plug. Az a zesult of the two plastics being pourad et two different times, the
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receiver and plug being are formed in such a way that they are not adhered to each other, As such, the
plug can be removed and the firearm can readily be placed into a firing condition.  Additionally, the fact
that two different plastics having two different colors and/ or an easily defined seam; results in the
indexing of the fire-control-cavity. ATF has consistently held that the indexing of the fire-control-cavity
of the AR-type receiver {or any of the mounting pin holes for the fire-control-components) is the same
asif it were formed, and thus, constifutes the making of a firearm frame or receiver as defined by 18
ULE.C §921)(3) AL

26, Unlike'a firearm manufactured by a heensed manufacturer, these firearms are completely
untraceable. They bave no serial number. They have no manufactureridentification.

21, Technical Reference: ATF Firearms Technology Branch. (November 1, 20131,

Linfinished "80%" AR-15 Type Recetvers. In Technical Bulletin 14-G1.

IV, PROBABLE CAUSE

A. BACKGROUND OF INVESTIGATION

22, OnJuly24,2013, the ATF Firearms Technology Branch (FTB) reccived an AR~15
variant fower receiver exemplar from Jason Davis, the-attorney representing EF Armory, LLC (EPA),
The FT'B is the department within the ATF thet examines and classifies fivearms in accordance with the
definition provided in 18 U.S.C. § 921 (a}(2). The exemplar that was provided was a polymer based
product that had'a cavity in the fire control vegion which was filled with a different color polymer.

23, UnFebruary 13, 2014, a determination letter was delivered from FTB to Jason Davis, the
attorney vepresenting EP Armery, LLC, and Ares Armor. The letter indicated that the lower
receivers/AR-15 variant lower receivers that are being sold by EP Armory were classified as firearms as
defined by 18 U.S.C. § 921 (a)(3}.

24, OnMarch 7, 2014, ATF Special Agents served a search warrant at EP Armory, pursuant
iy warrant no: 5:14-sw-00013-IL7T, obtained in the Federal District Court, Eastern District of California,

g
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from United States Magistrate Judge the Honorable Jennifer L. Thurston, Business recerds retained
from this search warrant indicated that ARES ARMOR was a dealer of AR-15 variant lowsr receivers
for BEP Armory. These records indicated that ARES ARMOR had been purchasing “variant lowsr
receivers” that were identified by EP Armory®s product name “EPB0”.  EP Armory received payment
from ARES ARMOR by means of checks that had the business name “LYCURGAN™ the parent
company of ARES ARMOR. The accounts billing address was listed as, 208 N, Freeman St. Oceanside,
CA, 92054-2919, which is the same address as the ARES ARMOR storefront location in Oceanside
{(“TARGET LOCATION-1",

25 Additional examination of the business records indicated that on December 23, 2013, EP
Armory received a payment in the amount of $41,875.00 for the purchase of 1,700 “EP80” variant
casting lowers. On January 29, 2014, EP Armory received 2 paviment in the amount of $58,125.00 for
the purchase of 2,325 “EPS0™ variant casting lowsss. Finally on February 26, 2014, EP Armery
received apayment inthe.amount of $100,010.00 for the purchase of 4,000 “EPS0” variant casting
iowers..

26.  Continuing on March 7, 2014, ATF Los Angeles Figld Divison Paul Ware spoke with
Jason Davis, the attorney for EP Armory and Ares Armor, lason Davis stated that he had reviewed the
FTB determination regarding the variant lower receivers and believed the decument was crezted in
error, Uounsel Ware advised Jason Davis that despite his opinion, ATF determined that the variam
lower recetvers were, infact, firearms, In response, Davis stated that he-would have all of his clients
remove the polymer variant lower receivers from their shelves and advise them to no longer sell them.

27.  OnMarch 10, 2014, Division Counsel Ware contacted Jason Diavis, and advised him
again that ATF had detertnined that:the “EP80” polymer variant lower receiver were, in fact, firearms.
Counsel Ware further advised Jason Davis, that his other client ARES ARMOR, was currently in
possession-of the “EPSY potymer variant lower receivers in violation of federal law. Jason Davis
indicated that he understood the vielation, and stated that he would speak to his client and get back to

10
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Divimon Counsel Ware,

28, Continuing on this same date, Jason Davis, the attorney for ARES ARMOR contacted
Division Counsel Ware and arranged for the ATF San Diego IV Field Office to accept the forfeiture of
the “EP&0” variant lower receivers, in Beu of sesking e scarch/seizure wamant. Division Counsel Ware
emphasized to Jason Davisthat in addition w the “EPBO” variant lower receivers, he would also reguire
the sales records for any “EPRE” variant lower receivers ARES ARMOR had pevicusly sold, Jason
Dyavis told Division Coungel Wars, that ARES ARMOR would surrender an estimated 4000 polymer
variant lower receivers, along with the names and contact information of the customers wiw had

previcusly purchased thern. Jason Davis advised that the point of contactat ARES ARMOR was

ey

 called the phone number

with Jasan Davis that the surrender of the firearms would take place af his Oceanside store on March 12,
2014, gt 11:00 am. KARRAS stated that he had consolidated all ofhis stock to one room, and he was

the only person-who wonld have access to 11,

30, OnWarch 12 2014, at approximately 9:30 aum., Agent

that would be required to move the firearms, KARRAS informed Agentt

rais

attornay file 2 Tomporary Restraivdng Order (TRO) aguinst ATE, K ARRAS expressed his primary
concern was having to give up the customer records that ATE was reguesting.

31, Continuing on this date, Agent enit an e-nall o Jason Diavize, the Attorney for

[

ARES ARMOR, requesting a vopy of the TRD that KARRAR claimed had been Issued. Jason Devis
subseqguently responded via e-mail that he was no longer representing ARER ARMOR on this matier.
Jason Davis indicated that the Attorey handling the TRO was an individual named Alan Beck.

il
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2. Centinwing on this date, af approximately 115 pom., Agen

1w Alan Beok, He ldentiBed himss!llto Beck and explained that be was handling the recovery of the

firearme froon ARES ABRMOH, Agend 50 agked Beck i he had filed 2 Temporary Restraining
i E}

Order ngainst ATF. Beck responded that e had, o

e wonld be willing 1o provide a copy of the

order to ATF, After exchangimg e-tnails, Apent sebved o copy of the regtraining order from
Beck., Specificaily, Jodge Sepvvartino ordered “that any sfeps to deprive Ares Armor of the Proparty
3 =

SHALL NOT be executed until alter the Court holds ¢ hearing....” Sge 14-CV-048.JLS-BGE, Doc.

Mo, & (femniasis in originall

33, Continuing-on this date, at approximately T pan., Age placeda call o
KARRAS, und asked Bim i he would be amenableto baving 2 couple of ATE apesss view e losation

where he had indicated the tower reoeivers (freaoma’ were being stored, Azont

BEARRAE iha be

¢ the right to refuse, bt ATE was concerned about the safe storage of the Hems
until the matter regarding the TRO coidd e resolved. KARBAS stated the Agents were welpome to

stap by, and be would show them the storags looation.

e

a4, Contimuing on this date, AT Special Agent (84 and ATF Hesident Apentin

Charge (RAD et with KAREAS at the O “RES ARMOK, &

ponttacted KARRAS via selluniar telephone prior 1084 rrival 8t Aves Armor

to confirm the mecting, KARRAD advissd he was szl 28 208N, Freeman $. Dceansids,

then contacted KARRAR who identified bimselfas the

B of Ares Armor at Z08 M. Freeman 51, Ceeanside, CA, KABRAS further informed 94

that Ares Armdorhad expanded 1o 206 W, Fi

Z0R M, Freeman 5t (TAROET LOCATION-1Y On March 14, 2014, 84 5 sign posted

at 208 N. Freeman 5t with an ayrow pointing to 206 M. Freemen 5t., which stated thet the business had

moved. Ares Armeor devals were alixed to the storelront loosiad at 2085, Freeman Bi

tont
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niormed KARRAS that the EF Armory lower receivars were consldersd

frearrs. Sinee Ares Armor did notheve g Feders! Firesrms Licenge (FFL), Ares Arnmoy was not

guthorized 1o possess or transfer the BF Armory lower receivers. KARRAS agrecd that Ares Acmog did

g 3

ered fresrms, This

)

not have an FFL, KARRAS disspreed that the BP Armory lowers should be oonside

digagreement was one of the reasons he eblaimed 3 Temporary Resiraining Order (TRO) against ATF, in
saddition 1o thel fact Sy KAREAS did not want 1o volupianhy provide the ©F Armory et of purchasers

explained 1o KAREAS that one of ATEF's concemns was that sinee the EP

ie.as reanms, no backgrownd checks were conducied (neither siate

Armory lower receivers were nob g

nor federal) on the mdividual purchasers of the EF Armory Tower receivers. As avesall, these firearms

potertin theeat to public sefery

how KARRAS had seowred the

br e seoure losstion armd offered o show 84

EP Armory lower peceivers,

e Ares Armor, (TARGET DOCATION-37

it he hecame aware last week that the BP Avmory

tower receivers were considersd fivesrms.  As.a resull, KARRAS pulled the entire inventory trom all
reg Armor branch locations and consalidated them it a room just to the vight of the main entrange av

180 Roymar 5t Additionally, KARRAL had placed o hard copyof the st of cusiorers who purchazed

the BEP lower revelvers in the room. 84  sbserved 2 stack of paper in the top right corner which

KARILAR 1dentified as the customer 15t The room was in the procese.of being re-keved.
38, Og March 13 and 14, 2014, queries were conducted in the ATF Federal Licensing Bystem

dutabase which maipiains Federal Pirearms Licenses records and applications. Search results indicated

=

that v individual orentity. corporation had ever been Heensed or reguesiad s leense in relation to the

.
Lk
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3
o
i
[£H]
s,o

following search lerms “Lycurzan”, “Ares Armor”, "Karrag”, 208 N Frepman™, "208 W Freeman”,
180 Roymay”, 2420 Industry™ or “416 Matonal Chy™

obmerved an Imdividual wearing & black shirt with the

38 U Barch 14

Args Armaor logo & 2y e the second door fom west of 2820 Indastry, Oceansifle, TAL

i awars thes Ares Armor Metal Works LLC wae proviously located at 2420 ndustry,
Ocsanside, CA, (TARGET LOTATION), In addition, & gray plck-up truck with CA Hoense plate
TT34665 had a large Sres Armor decal on the back window of the camper shell. 4 search of California

DINAY records indicaie that thisvebisle belongs to Jeremy Tuna. A searched of the website Linkedin

cobserved an

F Tuna as GO for Ares Aromor. Later-op March 14,2014, 84

pstry. A

guized the vehicke a5 one sionfiar 1o onedriven by Jonathan Zummallen on Mareh 12, 2054,

RV vecords showed that the vehiole was registered o Jonathan Zemmallen who

A wemreh of As

was involved inthe meeting with 54

441, G Wlerehs 13, 2004, ¢ onducted g eearch afthe infernet for Ares Armor,

Mational City, TA, BA viewed the Ares Armor websile af wyow gresarmor pom which listed e

Jetions] Ciy Bhvd, Nattonal City, CA. [TARGET LOCATION-I) Dn

store 1 Mationa! O

abserved the bullding located at 416 Metonad Clty Blvd, The

March 14, 2014, ATE SA

building is a duplex i which the southern storefiont has Ares Armor lpgo decal affixed tothe stors
Font, In addition, thers is 2 billbosrd above the building whech has 2 picture of an AR=<15 vadant rifle
“Ares Armor” and “Unsedalized. No Registration. Legal™ written on the billboged,
4%, Oy Mareh 14, 2014, ot approximately 2:00 v, Judce Saromarting issued an order the
states, in relevant part
(13 Pladeid? Dyourgen Tne. DBA Aves Armor (“PlaintfT) and s owners, offioers, menagers,
erapioyees, and agents ARE HERERY PROMFIBYTED from taking any steps @ destroy, transfer, sell,

or gtherwise divest themselves of the oms that are the subvert mafter of the Court’s Margh 11, 2014

i4
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Temporary Restraining Order (“"TRO™) (see ECF No. 4);

{2y the Court’s March 11, 2014 TRO DOES NOT ENJOIN lewfi! criminal proceedings,
including the application for or lawlully executed seizure ofevidence and contraband pursuanito a
search warrant issued by a sworn United States Magistrate Judge pursuant to Federal Rule of Criminal
Procedure 41;

14-CV-548-J1.5-BGS, Doc. Np. 6 {emphasis in original).

B. TRAINING AND EXPERIENCE IN FIREARM TRAFFICKING AND THE

PROLIFERATION OF 80% REECEIVER/ VARIANT LOWER RECEIVERS

42. A lower receiver holds the firing mechanism of agun, The Gun Contiol Act of 1968
defines a completed lower receiver as a fireans, triggering.a federal background check and s federal
firearms license before purchase. Individuals purchasing completed lower receivers are bound by the
same aws that regulate the purchase of “firearms.”

43, California citizens must undergo an exfensive background check prior to a firearm
purchase. They must complete:a Personal Firearms Eligibility Check {PFEC) conducted by the
Califprnia Department of Justice. The Department reviews state and federal data bases, to include the
Mational Instant Criminal Background Check System, often referred to as “NICE”, to determine whether
applicants can legaily possess and purchase firdarms. The Department denies purchase to applicants that
have been convicted of a felony, have s history of mental iliness, are addicted 10 narcotics, or are the
subject of a domestic violence restraining order.

44,  Only a PFEC-cligible individual may legally purchase firsarms. When a PFEC-eligible
purchaser wants o obtain a specific firearm he/she must obtain a Safety Certificate and undergo a ten-
day waiting period.

45,  Because “80%" completed lower receivers are partially compléted, they are nat regulated
as fircarms, but are considersd inert hunks of metal. There is no prohibition for anyone (o possess an

15



Case 3:14-cv-01424-JLS-BGS  Document 14-1 Filed 08/14/14 Page 18 of 30

80% lower receiver or a firearm parts kit containing an 80% lower receiver. Federal law also requires
that both imact guns and all completed lower receivers must be “Conspicunusly engraved, cast or
stamped” with-a serial number 10 & depth of'no less than 0037 and a font sizewnot leys than 1716 of an
inch. Because 80% lower receivers do notconstitute “complete” lower receivers, they are void of serial
number and markings that would normally be required for their sale and distribution.

46, Asmerntioned sbove, converting an 80% receiver into a “Brearm™ requires only basic
machine work before it is ready o be used in the build of 2 gun. Additionglly, internet videos and
discussion boards provide detatled, step-by-step instructions on how to complete a firearm build.
Computer Mumerical Control {CNC) machine shops have also contributed to the influx of un-serialized
and un-traceable firearos, by capitalizing on this market opportunity offering customers the abilityip
“rent” time on:their equipment to complete a lower receiver, Parts reqiived to complete the build of the
firearm arenot controlled iterms; do not require any type of background investigation, and are
commergially available at gun stores and via on-dike distributers. The anenymity of an 80% recefver
that is converted into & firearm thereby allows individuals to obtain, use and sell weapons they would
otherwise be prohibited from possessing.

47.  lknow from mytraining, experience, and discussions with other experience law
enforcement officials that firearm traffickers and/or manufacturers frequently possess the following
evidence of their undawfiil activity in their residences, businesses, storage units, vehicles and on their

persons:

a.  Firearms, lower receivers, npper receivers, grips, stocks, maugazines, magazine repair
kits, trigger assemblies, variant lower receivers, and barrels,

b. Information concernmg where and from whom the wafficker/manufacturer purchased
firearms or firearm parts,

¢. Information concerning where and to whom the trafficker/manufacwrer seld firearms
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or firearin parts,

Fireann records (purchase/sale, method of payment), documents related to milling of the
firearmis, notes or other documentation concerning profits-made (L.e.. comparing cost of
purchase vs. cost of sale),

Cugtomer files and lsts related to the services provided or firearm sales,

Records and/or documenis previded 1o customers in connection with the semvices provided.
or firearms,

Correspondence to and/or from actual or prospeetive customers or suppliers,

Records and/or documents reflecting or related to the purchase of eguipment, matenals,

or supplies for the operatien of the business,

United States Postal Service orother private-delivery services,

Information concerning methods used to advertise the availability of their firearms or
firearm parts for purchase,

Photos of their firearms or firearm parts for purposes of advertising for sale, to keep track
of their inventory, for insurance in case of theft, ete.

Written, recorded-oral, or digital communications with associates invalved in the
purchase/sale of fircarms or fircarm parts,

Written statements showing profits made fromthe sale of firesrms or firearm parts for
internal purposes,

Bank deposit records, checking account records, and other financial documentation showing
the purchase of firgarms or firearm parts, the securing of cash to purchase firearms, and the

depositing of cash proceeds from the sale of fircarms,

‘Orther records and/or documents which appear to be related o the business including,

but not limited to notes, internal correspondence, external correspondence,
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memorands, directives, organizations] charts,

p. Cell phonerecords which show the phone number and subscriber information, and
nunibers calledfrecetved,

q. Indicia of persons in control over a premises where the above items are found, including
addressed maill, material in the premises with personal idemtification information,
photographs of persons in or about the location, etc,

. Tools.and equipment associated with the manufacture of firearms, inchuding CNC machines,
drills, drill presses, lathes, welding equipment, jigs, hack saws, power saws,

s, Templates, diagrams, instruction manuals, pamphlets, or other tutorial material regarding
the manufacture of firearms.

V. PROCEDURES FOR ELECTRONICALLY STORED INFORMATION

48. With the approval of the Cowt in signing this warrant, Agenfs execuling this search
warrant will employ the following procedures tegarding computers and other electronie storage
devices, including electronic storage madia, Hsted in Attachment A, which may contain data subject
o seizure pursuant to this warrant:

a. Based upon the foregoing, there is probable cause to belipve that the compiters and oiher
electronie storage devices, listed in Attachment A, are ingtrumentalities of the enumerated offenses
beeause there is probable cause to believe thdt they may contain contraband and frujts of crime as
provided at Rule 41{c}2), Fed R. Cnm. P., or were used in commitiing crime as provided at Bule
41(e)3). Conseguently, the compulers and any other electronic devices are subject to seizure,
retention, and possible forfeitre and destruction.  They will be iaken offsite for imaging and
preliminary analysis in accordance with subparagraph (b) below.

b. The offsite imaging and preliminary analvsis of computers, other electronic. storape
devices, and media to confirm thelr status as instrumentalities will be conducted within forty-five
{45) days from the issuance of this warrant. Seized items confirmed to be instrumentalities will not
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be returned and will be Gurther analyzed as provided below. If the preliminary analysis, by definition
an Incomplete or partial analysis, does not confirm that a seized itemn is an instrumentality, the
origingl fiern will be returned promptly 1o s owner, absent an extension of time obtained from the
owner or from the Court. An image of the items will be retained and subjected to a complete
forensic andlysis, as provided below.

¢. Computers and other slectonic storage deviees and media that are refained es
instrumentalities will not be returned to its owner, The owner will be provided the name and address
of a responsible official 1o whom the owner ey apply In writing for return of specific dats not
otherwise subject to seizure for which the owner has a specific need. The identified official or other
representative of the seizing agency will reply in writing. In the event that the owner's request Iy
grantad, arrangemerus will be made for a copy of the requesied date to be obtained by the owner, If
the request is denied, the owner will be directed to Rule 41{g), Federal Rules of Criminal Procedure.

IBEMTIFICATION AND EXTRACTION OF RELEVANT DATA

d. A forensic tmage is an exact physical copy of the hard drive or ether media. Afler
obtaining a forensic image, the data will be analyzed to identify and extract data subject to seizuwe
pursuant to this warrant. Analysis of the-data following the creation of the forensic image can be 2
highly technical process requiting specific expertise, equipment, and software, There are literally
thousands of different hardware items and software programs, and different versions of the same
prograrg, that can be commercially purchased, installed, and custom-configured on 2 user’s computer
gystem. Computers are easily customized by their users. Even apparently identical computers in an
office environment can be significantly different with respect to configuration, including permissions
and access rights, passwords, data storage, and security. It is not unusudl for a computer forensic
examiner to have to obtain specialized hardware or software, and train with it, in order to view and
analyze imaged data.

e, Analyzing the contents of a computer or other electronic storage device, even without
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significant technical issues, can be very challenging. Searching by keywords, for example, often
yields many thousands of hits, cach of which must be reviewed in its context by the examiner to
determine whether the data is within the scope of the warrant. Merely finding a relevant hit doss not
end the review process. The computer may have stored information about the data at issue: who
created if, when and how It was crested, downloaded, or copied, when 1t was last accessed, when it
was last modified, when it was last printed, and when it was deleted.  Sometimes it is possible 10
vecover and entire document that was never saved to the hard drive if the document was printed.
Moreover, certain file formats do not lend themselves to keyword searches. Keywords search text.
Many common electronic mail, database, and spreadshest applications do not store data searchable
text. The data is saved in & proprietary non-text format. Documents printed by the computer, even it
the document was never saved to the hard drive, are recoverable by forensic programs but not
discoverable by kevword searches because the printed document is stored by the computer as a
graphicimage and not as text. Similarly, faxes sent tothe computer are stored as graphic images and
not as text. In-addition, a particular relevant piece of datz does not exist in a vacuum. To determine
who ereated, modified, copied, downloaded, transferred, communicated abouwt, deleted, or printed the
data reguires a search of other events that oceured on the computer in the time periods surrounding
activity regarding the relevant data, Information sbout whichuser had logged in, whether users share
passwords, whether the-computer was connected to other computer or networks, and whether the user
accessed or used other programs or services in the fime period surrounding events with the relevam
data can help determine who was sitting as the keyboard.

f It is ofien difficult or impossible to determine the identity of the person using the
computer when incriminating data has been created, modified, accessed, deleted, printed, copied,
uploaded, or downloaded solely by reviewing the incriminating data. Computers generate substantial
information about data and abour users which generally is not visible 1o users. Computer-generated
data, inchuding registry information, computer logs, user profiles and passwords, web-brpwsing
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history, cookies, and application and operating system metadats, often provides evidenice of who was
nsing the computer 4t a relevant me. In addition, evidence such as electronic mail, chat sessions,
photographs and videos, calendars, and address books stored on the computer may identify the user
at a particudar, relevant ime. The manner in which the user has structured and named files, run or
accessed particular applications, and created or accessed other, non-ineriminating files or documents,
may serve to identify a particular user. For example, if an incriminating document is found on the
computer but attribution is an issug, other documents or files created around that same time may
provide circumstantial evidence of the identity of the user thas created the incriminating document.

g Analyzing data has become increasingly time-consuming as the volume of data stoved on
a typical computer system: and available storage devices has been mind-boggling. For example, 35
single megabyte of storage space is roughly equivalent of 500 double-spaced pages of text. A single
gigabyie of storage space, or 1,000 megabyies, is roughly equivalent of 500,000 double-spaced
paged of text. Computer hard drives are now being sold for personal computers capable of storing up
td 2 tevabytes (2,000 gigsbytes) of data. And, this data may be stored in 2 vanety of formats or
encrypted {several new commercially available operating systerms provide for autematic encryption
aof data upen shutdown of the computer). The sheer volume of data also has extended the time that it
takes o analyze data. Running keyword searches takes longer and results in more hits that must be
individually examined for relevance. And, ence reviewed, relevant data leads to new keywords and
new avenues for identifving data subiect 1o seizure pursuant to the warrant.

h. Based on the foregoing, identifying and extracting data subject to seizure pursuant to this
warrant may reguire a range of data analysis techniques, including the use of hashing tools to identify
evidence subject to ssizure pursuant o this warrant, and to exclude certain data from analysis, such
as known operating system and application files. The identification and extraction process may take
weeks or months. The personnel conducting the identification and extraction of data will complete
the analysis within one-hundred and twenty {120) days from the data of seizure pursuant to this
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warrant, absent further application to this Court.
i All forensic analysis of the imaged data will employ search protocols divected
exelusively to the identification and extraction of data within the scope of this warrant,

CENUINE RISK OF DESTRUCTION OF DATA

j.  Based upon my experience and training, and the experience and training of other Agents
- with whom I have communicated, 1 is not uncommon for technically sophisticated criminals o use
encryption, programs to destroy data that can be triggered remotely or by a pre~programmed event or

keystroke and sophisticated techniques to hide data.

PRIGR ATTEMPTS TO OBTAIN DATA

k. The United States has not attempted io obtain this datd by other means.

Vi CONCLUSION

Based on the foregaing, there is probable cause to believe that Title 18 United States Code,
Bections 922 (a) (I} A), 522 (1), and 371 have been violated, and that the property, evidenge, fruits and
instrumentalitics of these ¢ffenses, more fislly described in Attachment B of this Affidavit, are located at
the TARGET LOCATIONS, described in Attachments A1), A(2), A(3), and A(3). 1 respectiully
reguest that this Court issue a search warrant for the TARGET LOCATIONS, authorizing the seizure
and search of the ftems deseribed in Attachments B.
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nrther order of te

iz fither respectinlly reguested that this Court issue an ordey sealing, w
Coourt, all papers submitted in support of this application, incheding the ppplication and search wasyant, |
believe thet sealing this dooursent 1s necessary because the foms and informmtion 1o be seized are
relevant to an ongoing investigation into criminal activity, and not all of the targets of this mvestigation
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ATTACHMENT A(1)

PREMISES TO BE SEARCHED

The TARGET LOCATION-I is located at 206/208 N, Freeman Street, Oceanside,
Califonria 92054, in the County of San Diego, California, The business is deseribed as a
commercial building located within 2 strip of commercial bulldings. The facing is red brick with
white framed windows. There is & shingled overhang. There is.a black sign with “Ares Armor®
printed it hanging over the deor with number the number “208" affixed to it. Space “206” is

located directly next door. The door contains 2 *“206” and Ares Armor decals.

The search shall include all rooms, atlics, craw! spaces, computers, elecironi¢ storage
devices, safes, briefcases, storage areas, confainers, garages, sheds, and containers such as safes,
vaults, file cabinets, drawers, luggage, briefeases, valises, boxes, cans, bags, trash cans and other
vehicles located on or near the premises, that are owned or under the comrql of ARES ARNMOR

or LYCUGRAN Inc.,



Case 3.14-cv-01424- 3L S-BGS  Document 14-1 Filed 08/14/14 Page 27 of 30

ATTACHMENT A5

PREMISES TO BE BEARCHED

TARGET LOCATION-2 is located at 416 Matiena! City Bivd, Unit B, Natiopa! City,
CA, located on the west side of Mational City Blvd. Umnit B is located on the north side of a
single story duplex. The building is described as a tan building with s glass front and a flat roof.
The storefromt has a welcome mat with “Ares Armor” printed on the mat and the Ares Armor
logo decal is placed on the glass front. The number “416% iz affixed to the eniry door on the
north unit of the duplex.

The search shall include all rooms, attics, crawl spaces, computers, elecironic storage
devices, safes, briefcases, storage areas, garages, shads, carports, storage facilities and containers
such as safes, vaults, file cabinets, drawers, Tuggage, briefcases, valises, boxes, jawelry boxes,
cans, bags, purses, trash cans and other vehicles located on or near the premises, that are owned
orunder the control of ARES ARMOR or LYCUGURAN Ing.
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ATTACHMENT A(3)

PREMISES TO BE SEARCHED

TARGET LOCATION-3 is Ares Armor watshouse location located at 180 Roymar
Street, Suite D, Oceanide Califonria, 92058, The location is described as a commercial building
located within a commercial area. It is 2 multi-business building and can be described as single
story and white in color. Buite I is the fourth glass entry door from the west on the south side of
the building. The letter “D” is affixed above the entry door on the south side of the building.

The search shall include all rooms, attics, crawl spaces, computers, électronic stordge
devices, safes, briefcases, storage areas, containers, garapes, sheds, and containers such as safes,
vaults, file cabinets, drawers, luggage, briefeases, valises, boxes, cans, bags, trash cans and other
vehicles located on orpear the premises, that are owned or under the control of ARES ARMOR
or LYCUGRAN Inc,,
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ATTACBMENT Ald)

PREMISES TO BE SEARCHED

TARGET LOCATION-4 is the previous locationof Ares Armor Metal Works, LLC,
located at 2420 Industry, Suite A, Oceanside, CA, The location is described as alarpe
cormmercial building, located on the north side of Industry Avenue, It is a multi-business
building and can be described as tan in color with lighter colored trim. The numbers “2420™
appears on the fagade above the door. The space associated with Ares Armor s accessed
through the regular sized door (that is closed) on the feft in the picture listed above, closest to the
S1airs.

The search shall include all rooms, attics, crawl spaces, computers, glectronic storage
devices, safes, bricfeases, storage areas, garages. sheds, carports, storage facilities and containers
such as safes, vavlts, file cabinets, drawers, lugpage, bricfcases, valises, boxes, jewelry boxes,
cans, bags, purses, trash cans and other vehicles located on or near the premises, that are owned
or under the control of ARES ARMOR or LYCUGURAN Ine.
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ATTACHMENT B

ITEMS TO BE 8EIZED

Authorization is sought to search for and seize lems that constitute evidence, fruits,
proceeds, and instrumentalities of violations ef 18 US.C. § 922{a){1)YA) (dealing of fircarms
without a license); 18 U.8.C. § 922 (1) (faflure 1o conduct background checks during fireavims
transfer); and 18 U.R.C. § 371 (conspiracy to eommit the foregoing offenses), including:

1. Any firearm that dees not have a lawful manufacturer stamp and serial number,
amy unregistered fircarm (Where registration is required by Title 26 of the United States Cods),
and variant lower receivers of any kind {including AR-15 variant lower receivers},

2. Any items pertaining fo the possession, manufacture, or distribution of illegal
firearms, including but not Hmited to, lower recetvers, upper receivers, grips, stocks, magazines,
trigger assemblies, and bamels for AR-15-style firearms.

3. Photographs developed and undeveloped and/or videotapes or DVDS/CDs of
firearms and/or variaat lower receivers, firedrin transactions, firearm parts, large-sums of money
and/or co-vonspirators and paperwork showing the purchase, storage, disposition, or dominion
and control over any frearms, fircarmm parts, ammunition, or any of the ftems described in

&, Becords, meluding electronically stored dats, relating fo the scquisition and
distribution. and repair of fircarems and/or variant lower receivers, including but not limited o
ATF Forms 4473, California Dedler Of Record Sale (DROS) records, books, receipts, invoeices,
riotes, ledgers, and pay/owe sheets. The recordsshould also include, but not be limited to, bank
records, vendor lists, customer fists, matlings, atid purchase invoices/receipts.

5. Personal  telephone  books, telephone rtecords, telephone bills, address
books, comespandence, notes, and papers containing names and/or telephone numbers that tends
ter establish communication betweet co-conspirators.

6. Correspondence to and from/or from actual or prospective customers or suppliers.

7. Evidence and records relating o the accumulation of proceeds derived from
illegal fircarms trafficking and mamifacturing including, butnot limited to, money order receipts,
money transfer documents, bank records, and sales invoices/receipls.

8. Rental or lease agreements for storage units, safety deposit boxes, other storags
focations, keys, combinations, and/or access codes for them,
9, Indicia of occupancy, residency, and/or ownership of the items noted above and

of the premises, including but not limited to, papers, comespondence, cancéled envelopes,
canceled postoards, bills, and registration doewnents,

0.  Any safes, locked cabinets, andfor other secured coumtsiners andfor devices
at the locations identified in Attachments A-1, A-2, A-3, and A-4. Law enforcement shall be
permitied to open such locked containers by foree or through the use of a locksmitiy if necessary.



